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Offering  
Options  

To Potential  
Whistleblowers

Organizational ombudsmen can be in-house  
outlets for complaints

By CHARLES L. HOWARD

The enactment of the 
Dodd-Frank Wall 

Street and Consumer 
Protection Act last year 
and implementing regu-
lations from the Securi-
ties and Exchange Commission earlier this year 
were strongly opposed by many groups, such as 
the Association of Corporate Counsel, because 
they create a bounty system for whistleblower 
tips made directly to the SEC rather than en-
courage reporting through a company’s internal 
channels. 

Dodd-Frank is only the most recent attempt 
by the government to ferret out reports of mis-
conduct by giving incentives to whistleblowers; 
the False Claims Act (FCA) dates back to the 
Civil War era, and at least from the govern-
ment’s perspective, has been very successful, in 
recovering tens of billions of dollars by offering 
a bounty to whistleblowers.  

These laws reflect a wider pattern that has 
emerged over the past few decades in corpo-

rate governance, as well as in employment 
and criminal law, in which organizations have 
a duty to encourage reporting, investigation, 
and correction of any misconduct. Yet, given 
the renewed fear that would-be whistleblowers 
will bypass internal reporting channels in favor 
of government bounties, perhaps it is time for 
a closer look at how companies can strengthen 
their internal systems to lessen the allure of 
whistleblower bounties.

Whistleblower Law Limitations
The best place to begin is by looking at the key 

feature of most whistleblower laws. Virtually all 
of them prohibit discrimination and retaliation 
against someone who meets that law’s defini-
tion of a whistleblower. Most of them also give 
a whistleblower who experiences discrimination 
or retaliation a civil cause of action for damages 

and reinstatement.  
And finally, some 

of the more 
p r o m i n e n t 
laws, such as 
Dodd-Frank 
and the FCA, 

create a bounty, 
whereby the whistleblower may personally re-
cover a portion of government’s recovery. 

Such whistleblower laws are important and 
necessary, but when viewed from the bottom 
up, that is, from the perspective of most em-
ployees, they have major limitations — and it 
is in responding to those limitations that com-
panies have a great opportunity to strengthen 
their corporate governance systems.

The first problem is one of timing. A bounty 
is only awarded at the very end of a process that 
often takes many years from start to finish. Yet, 
an employee must make a decision at the very 
beginning of that process about whether to be a 
whistleblower with no assurance that he or she 
will ultimately qualify. The perils of uncertainty 
are made all the greater by complicated proce-

dural and substantive requirements.
For example, how does a Dodd-Frank whis-

tleblower know at the beginning whether his 
information is “original” or will ultimately re-
sult in the government’s recovery in excess of $1 
million (both are prerequisites)?  Equally im-
portant is that data reflect that a bounty is not 
the primary motivation of most whistleblowers. 
The National Whistleblower Center has report-
ed that most whistleblowers tried to raise their 
issues internally first but to no avail.

A second major limitation is the inability of the 
whistleblower law to adequately protect whistle-
blowers from retaliation. The Equal Employment 
Opportunities Commission reports that retali-
ation claims are at an all time high, having dou-
bled over the past decade, and account for more 
claims than age, race or even gender. While good 
enforcement of a company’s anti-retaliation poli-

cies seeks to pro-
tect employees 
from “adverse 
employment ac-
tion” by or on 
behalf of the 
company, it can 
do little to elimi-
nate or prevent 
peer retaliation 
or “under-the-
radar” retalia-
tion by supervi-
sors.  And yet 
these other types 
of retaliation of-
ten exist.  

Moreover, efforts to encourage reporting run 
counter to widespread cultural conditioning 
and the common perception that most whistle-
blowers suffer adverse consequences from their 
reporting.  If you have any doubts about these 
assertions, I encourage you  to review an article 
in the May 13, 2010 edition of The New England 
Journal of Medicine, which reported conclu-
sions from a study of successful FCA plaintiffs 
in the pharmaceutical industry, finding, among 
other things, that 20 of the 22 industry insiders 
were no longer employed in that industry.

Encourage Internal Reporting
It is in the best interests of corporations — 

and consistent with the goals of regulators — to 
encourage internal reporting and to protect em-
ployees who do come forward.  But the question 
that becomes obvious from the above analysis 
is, how can companies help their employees 
report misconduct so that they do not feel com-
pelled to become a whistleblower? It is clear that 
something more than good whistleblower pro-
tection policies are needed, and hotlines or help 
lines are not the answer. While they can also 
very helpful, they are rarely used and even more 
rarely used for the type of fraud and abuse is-
sues that led to their creation.

What is needed is a confidential place where 
employees can go for information or guidance 

before they go to a formal reporting channel. 
Such a resource should be knowledgeable about 
both the internal culture of the organization 
and what its internal reporting processes entail.  

An organizational ombudsman is just such a 
resource. It is a person or office — working under 
a charter that assures independence, neutrality, 
informality, and confidentiality — with whom an 
employee may speak confidentially, informally 
and off-the-record about work-related concerns 
or questions.  Establishing an ombudsman pro-
gram is a way that companies can address em-
ployees’ fear of retaliation while at the same time 
providing a way for employees to obtain guid-
ance about both reporting misconduct and re-
solving other types of workplace conflict.  

While not a reporting channel themselves, 
organizational ombudsmen complement formal 
reporting channels by providing information 
and guidance to employees who may be reluctant 
to come forward through a formal channel. They 
also can assist employees who want to surface an 
issue but who do not want to be the whistleblow-
er, even with the potential for reward offered by 
whistleblower laws such as Dodd-Frank. 

There is a need for the type of confidential 
and off-the-record guidance offered by an orga-
nizational ombudsman because at the time an 
employee is considering whether to make a re-
port, the employee may not even be sure that he 
or she is correct. Likewise, an employee has no 
assurance that a report will later qualify for the 
bounties provided by Dodd-Frank or the FCA.

Building an effective corporate governance 
system along with a culture of integrity  must 
have more to it  than merely a check-the-box 
approach. A closer examination reveals that it 
must recognize that if a company wants em-
ployees to report misconduct internally, it must 
find multiple ways to assist them to make this 
possible.  For some employees, a confidential 
channel where they can first get some guid-
ance is essential.  Since the promise of a whis-
tleblower bounty is uncertain at best and the 
fear of retaliation is so strong and pervasive, an 
important component of a good system should 
include such a resource.  � n

Charles L. Howard

It is in the best interests of corporations — and consistent 
with the goals of regulators — to encourage internal 

reporting and to protect employees who do come forward.

Chuck Howard, a partner with Shipman & Goodwin, represents organizational om-
budsman offices at major corporations, universities and other institutions throughout the 
United States. He is the author of “The Organizational Ombudsman: Origins, Roles, and 

Operations — A Legal Guide,” published by the American Bar Association in 2010. He can 
be reached at choward@goodwin.com.  
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The Duty to Preserve: When is it Triggered?
Unequivocal notice of impending litigation one of several standards 

By DENA M. CASTRICONE

In recent years, the questions of how and 
when to preserve information in connection 

with litigation has become a major focus of both 
in-house and outside counsel as a result of harsh 
sanctions courts have imposed for the failure to 
comply with a duty to preserve. 

Disputes over the preservation of evidence 
most frequently surface when a party moves 
for sanctions based on claims of spoliation of 
evidence. Typically, these cases address a party’s 
preservation efforts after the duty to preserve 
arises. As many courts have concluded, once 
the duty to preserve is triggered, a party must 
suspend its routine document destruction and 
make efforts to preserve information through a 
litigation hold that is proportional to the facts 
triggering the duty. 

This article addresses the less frequently 
litigated question of when the duty to preserve 
information is triggered and focuses on federal 
court decisions. The highly fact-intensive inqui-
ry prevents the creation 
of a bright-line test. 
However, as the courts 
begin to more regularly 
weigh in on the issue 
under a variety of fac-
tual scenarios, we can 
identify some guide-
posts that will provide 
a framework for the 
analysis.

The duty to preserve 
arises from the common 
law duty to avoid the 
destruction of evidence.  
Most courts have concluded that the duty to 
preserve attaches once litigation is reasonably 
anticipated.  One noteworthy exception is in the 
10th Circuit, where the standard is reasonable 
anticipation of “imminent” litigation — a much 
narrower standard.  The more widely-applied 
standard of “reasonably anticipated litigation” is 
more difficult to analyze because of its breadth.

Reasonable Anticipation 
Reasonableness and good faith are touch-

stones in analyzing whether the duty to pre-
serve information has been triggered. Similar to 
other reasonableness standards in the law, the 
“reasonable anticipation of litigation” standard 
is based on foreseeability. 

Foreseeability in the duty to preserve context 
is an objective standard that asks if a reasonable 
party in the same situation would have foreseen 
litigation, not whether the party actually foresaw 
litigation. The flexible, fact-drive standard per-
mits courts to exercise the discretion necessary to 
confront the varied factual situations inherent in 
the inquiry. Its flexibility also creates uncertainty.

Through case law we know that the mere ex-
istence of a dispute between parties or the oc-
currence of an accident does not automatically 
amount to reasonable anticipation of litigation.  
On the other hand, a letter specifically threaten-
ing suit most likely does create reasonable antic-
ipation of litigation. The reasonable anticipation 
of litigation inquiry generally surfaces in three 
contexts:  notice, awareness of conduct likely to 
lead to litigation or the intention to file suit.

Unequivocal Notice
Courts uniformly have held that the duty to 

preserve is triggered upon unequivocal notice 
of impending litigation. Unequivocal notice 

includes a letter explicitly 
threatening litigation.  At 
the other end of the spec-
trum, the “mere possibil-
ity of litigation” typically 
has not been found to be 
enough to trigger a duty to 
preserve information. The 
area between unequivocal 
notice of impending liti-
gation and the mere pos-
sibility of litigation is vast 
and is cloaked in varying 
shades of gray, but a num-
ber of recent decisions will 

help with the analysis.
Generally, written notice of a potential claim 

or lawsuit will trigger the duty. A letter threat-
ening litigation need not specifically identify 
the likely plaintiff or even explicitly state that a 
lawsuit will be initiated – a statement warning 
of “significant potential exposure” is sufficient.  
This includes a cease and desist letter alleging 
copyright infringement.  It also includes a writ-
ten demand for the preservation of certain in-
formation. Note, however, that even if the duty 
to preserve is triggered, reasonableness governs 
the scope of that duty, not the demand.

Letters must contain more than generalized 
complaints to trigger the duty to preserve. For 
example, a written complaint about mistreat-
ment, mismanagement or unprofessionalism is 
not enough to put a party on notice of potential 
litigation. Such complaints are more akin to “the 
mere possibility of litigation” than “unequivo-
cal notice.”  A letter must do more than simply 
identify a dispute, especially if it expresses an 

invitation for 
resolution with-
out litigation.  
In contrast, 
an indication 
that the author 
consulted attor-
neys and could 
be “forced to 
litigate” is more 
likely to be con-
sidered notice 
that litigation is 
reasonably fore-
seeable.

The threat of 
litigation need 
not be in writing to trigger the duty. Verbal com-
plaints can also be sufficient to trigger the duty to 
preserve. For example, an employee’s report of a 
racially charged incident that allegedly occurred 
near a surveillance camera has been found to ob-
ligate the employer to preserve the surveillance 
video for that particular date and time.  Similarly, 
an internal audit ordered as a result of concern 
over the validity of employees’ claims of manage-
ment tampering with sales records and impact-
ing commissions was found to be sufficient to 
establish that litigation was reasonably foresee-
able.  As a result, internal investigations may be 
sufficient to trigger the duty, and preservation 
measures should be considered as part of the in-
vestigation.

Notice of potential claims, whether written or 
verbal, requires the recipient to consider several 
factors:  is the notice merely identifying a dis-
pute; does it offer avenues for resolution outside 
of litigation; does the notice directly threaten 
litigation; or does it strongly imply litigation with 
words like “significant potential exposure”?  In 
considering these factors, if the possibility of liti-
gation is apparent, then the duty to preserve has 
likely been triggered.

Awareness Of Conduct 
Because the reasonable anticipation of litiga-

tion standard asks whether a reasonable party 
in the same factual scenario would have reason-
ably foreseen litigation, there is no requirement 
that the other side provide notice. Evidence 
that a party was aware that litigation was likely 
can trigger the duty to preserve. The relation-
ship between the parties is an important factor 
in this analysis.  In general, when parties have 
a business relationship that is mutually benefi-
cial and that ultimately turns sour, sparking a 
lawsuit, litigation will be less foreseeable than 
would litigation resulting from a relationship 
that is not mutually beneficial or is naturally 
adversarial.

Awareness of a potential lawsuit may be 
enough to trigger the duty to preserve. That 
awareness can be evidenced by an expression 
of concern over potential litigation, even long 
before the suit was filed. In addition, an internal 
meeting showing that the party is aware of the 
issue and the fact that litigation is likely to ensue 
can also cause the duty to preserve to attach.  A 
general concern over litigation, however, will 
not trigger a duty to preserve evidence. More-
over, a general apprehension of lawsuits relating 
to a particular product, without more, does not 
create a duty to preserve all documents related 
to that product.

Intention To File Suit
While the duty to preserve analysis often 

focuses on the defendant, plaintiffs also have 
a duty to preserve relevant information before 
initiating the litigation. Generally speaking, a 
plaintiff can more readily foresee litigation as 
the party initiating the lawsuit. As a result, the 
duty to preserve for plaintiffs arises before com-
mencement of an action. The duty for a plaintiff 
attaches once it believes it may file suit.  

A plaintiff ’s intent to bring suit can be evi-
denced by attempts to gather information for 
a lawsuit even before preparing a complaint or 
hiring a lawyer.  Intention can also be evidenced 
by the internal development of a strategy to 
bring a patent infringement action. Notably, 
“litigation” includes the initiation of a charge of 
discrimination at the agency level; therefore a 
plaintiff in a discrimination suit cannot discard 
relevant materials such as a journal after filing a 
charge at the agency but before initiating a law-
suit.  A plaintiff ’s failure to comply with its duty 
can result is serious sanctions.

Conclusion
When analyzing a factual scenario to deter-

mine whether the duty to preserve has attached, 
it is important to remember that reasonableness 
will be the centerpiece of the court’s fact-inten-
sive analysis.  Also, there is a high threshold to 
overturn any trial court decision on this issue 
because a clearly erroneous standard of review 
will apply to the factual determinations and an 
abuse of discretion standard will apply to the 
propriety of any remedy or sanctions ordered.  
Consequently, it may be best to err on the side 
of caution when struggling with whether a duty 
to preserve has been triggered. 

As a final note, once triggered, the duty to 
preserve does not continue ad infinitum. It ends 
with the expiration of the applicable statute 
of limitations.  Further, the duty can be extin-
guished after providing an opposing party an 
adequate and meaningful opportunity to in-
spect the evidence.� n
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Deadline Approaches For Retirement Plan Disclosures
Employers must notify participants about fees, investment information  

By REX IACURCI

The deadline is fast approaching for plan 
administrators to comply with U.S. Depart-

ment of Labor (DOL) final regulations regard-
ing new disclosures to plan participants. The 
regulations, known as the “Participant Disclo-
sure Regulations,” govern retirement plans with 
participant-directed investments, such as most 
401(k) and 403(b) plans. 

The initial deadline — the later of May 
31, 2012 or 60 days after the first day of the 
first plan year beginning on or after Nov. 1, 
2011 — requires disclosure of detailed plan 
and investment-related information to all eli-
gible employees and plan participants, benefi-
ciaries and alternate payees (“participants”).  
The date, which is 45 days after the plan year 
quarter in which the initial plan disclosures 
are due (Aug. 14, 2012 for calendar year 
plans), marks the 
regulatory dead-
line for the dis-
closure of specif-
ic administrative 
and individual 
fee and expense 
information. 

Meeting these 
deadlines will 
require advance 
planning, espe-
cially if the plan 
a d m i n i s t r at or 
intends to de-
liver the disclo-
sures electroni-
cally. Much of the 
work to produce 
and deliver the 
disclosures will likely fall upon the plan’s third-
party administrator or record keeper.  How-
ever, the responsibility for compliance remains 
with the plan administrator.  This might be the 
employer, or a designated plan committee or 
individual.  

The force of the regulations, codified at 29 

CFR 2550.404a-5, is required disclosure of three 
different categories of plan- and investment-
related information: (1) general plan identifica-
tion and operational information; (2) informa-
tion on plan-level and individual participant, 
account-related, administrative fees and ex-
penses, and (3) investment-related information.  
The new fee and expense disclosures (category 
2) must include the dollar amount of fees and 
expenses actually charged to a participant’s ac-
count (e.g., accounting fees, record-keeping 
fees, sales charges or front-, or back-end, load 
fees, and loan charges), with a description of 
each item. 

Additional disclosures include payment of 
any plan administrative expenses through a 
revenue-sharing or similar arrangement.  The 
investment-related information (category 3) 
must identify each designated plan investment 
option (e.g., mutual fund) and, for investment 

options with 
variable returns, 
must provide 
“total return” 
investment per-
formance and 
b e n c h m a r k 
data in tabu-
lar format for 
their one-, five- 
and 10-year, or 
shorter “since 
inception,” per-
formance pe-
riods, updated 
annually. While 
much of the 
information re-
portable within 
the first two 

categories may be included within partici-
pant quarterly pension benefit statements or 
the summary plan description (SPD), the last 
category may require a new stand-alone docu-
ment. 

Following the initial deadlines, the plan-
related information and investment-related in-

formation must 
be provided at 
or before a par-
ticipant’s first 
opportunity to 
direct invest-
ment in the 
plan, and annu-
ally thereafter.  
A description 
of changes to 
any plan-relat-
ed information 
must be fur-
nished 30 to 90 
days in advance 
of the effective 
date.  The fee and expense information must be 
provided quarterly.  

Electronic Delivery
The Labor Department recently provided 

guidance on how the new participant disclo-
sures can be delivered electronically.  Plan ad-
ministrators are permitted to deliver the general 
plan and fee and expense information in the 
manner set forth in DOL Field Assistance Bul-
letin 2006-03 (concerning electronic delivery 
of quarterly pension benefit information).  In 
that guidance, DOL authorized electronic deliv-
ery either: (1) in accordance with tax rules for 
electronic delivery of retirement plan notices 
(Treas. Reg. §1.401(a)-21), or (2) through a se-
cure web site that provides continuous access to 
that information, with notice and opportunity 
to request a paper copy. Participant disclosures 
of investment-related information are not per-
mitted to be delivered in this manner but may 
be delivered electronically in accordance with 
either the existing DOL safe harbor method 
(Reg.§2520.104b-1(c)), or by using a new in-
terim method. 

Generally, the safe harbor method allows 
for electronic delivery to participants who can 
effectively access documents electronically at 
their work location where computer use is inte-
gral to their job duties, and to other participants, 
beneficiaries, and alternate payees who consent 
to receive electronic notifications in accordance 
with prescribed notice and consent procedures.  
However, many plan administrators have found 
the safe harbor method burdensome and of lim-
ited use.  They may find the interim method of-
fers a more viable alternative to mailing paper 

versions of the required disclosures.
Generally, to comply with the interim elec-

tronic delivery method, participants must affir-
matively elect to receive electronic disclosures 
and voluntarily provide an e-mail address for 
purposes of receiving the disclosure materials. 
Further, a plan administrator must provide par-
ticipants with an initial and annual notice that (1) 
explains the content of the electronic disclosures; 
(2) requests the participant’s election to receive 
the disclosure electronically, including a request 
for the participant’s e-mail address to which the 
disclosures are to be directed; and (3) sets forth 
procedures by which the participant may opt-out, 
change the e-mail address or obtain a paper ver-
sion of the disclosure materials.  If the participant 
agrees, electronic disclosure can follow.  This new 
interim guidance is limited to the participant fee 
disclosure and cannot be relied on for any other 
purpose.  Plan administrators must take steps to 
ensure the electronic delivery system results in 
actual receipt and protects the confidentiality of 
personal information.

Under a special transition rule, plans may 
rely on a participant’s prior consent to electron-
ic delivery and provision of his or her e-mail 
address.  To satisfy the transition rule, a notice 
similar to that described above must be provid-
ed to these participants 30 to 90 days before the 

required disclosures are actually delivered. This 
rule permits electronic delivery unless the par-
ticipant opts-out.  Evidence of the participant’s 
use of the e-mail for plan-related purposes in 
the last 12 months may be required. 

Employers and plan administrators should 
be working now with their plan record keepers 
to ensure complete and timely compliance with 
the Participant Disclosure Regulations and, if 
applicable, the DOL guidance concerning elec-
tronic delivery of the participant disclosures.  �n

The safe harbor method 
allows for electronic delivery 

to participants who can 
effectively access documents 
electronically at their work 

location where computer use 
is integral to their job duties.
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