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LEARNING THE HARD WAY

Network Security Not To
Be Taken For Granted

The security
breach did wo
things: It caused us to
speed up our timetable,
and it convinced us that
we needed to get out of
the computer business.

Lax measures give former employee easy access to case management database

..........

By L. LEONARD LUNDY

ometimes valuable lessons are

learned the hard way. As the
managing partner of Lundy Law,
an 11-lawyer personal-injury law
firm based in Philadelphia, | have
to admit that our firm had the “it
won’'t happen to us” mind-set
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L. Leonard Lundy is the manag-
ing partner of Lundy Law, based
in Philadelphia. His e-mail
address is llundy@lundylaw.com.

about the security of our data
network. That is, until we had a
wake-up call.

In 2005, we realized just how
vulnerable we were.

We had reached a seemingly
amicable agreement with a pro-
fessional member of our staff to
leave the firm. Within days of
leaving, this person re-entered
the building during off hours
and—because the building’s
security personnel recognized
our former colleague—was able

to come right up to our office.
Then, using another employee’s
password, this person accessed
our computer system. At that
time, employees chose their own
passwords, and we were lax as to
the need to keep them confiden-
tial.

The departing staff member
was moving to another firm and
would benefit financially from
generating business, so this per-
son changed some information
in our case management data-

base—Needles by Chesapeake
Interlink of Owings Mills, Md.—
to give the appearance that sev-
eral cases were closed on our sys-
tem.

By doing so, the cases were
removed from the active list of
cases, and there was no reason for
us to continue to work on them
or to follow up with the clients.

Luckily, a client contacted us
on one of the “closed cases” and
we figured out what had hap-
pened, otherwise we might have
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never realized what had occurred. We
resolved the matter with our former
employee outside of court.

At the time of the incident, our focus was
on upgrading our IT infrastructure. Five
years had passed since our last hardware
upgrade, and we were in the process of
working with an IT consultant who would
plan and support our IT infrastructure: We
were running a Novell Netware network
operating system, Novell GroupWise 5.x e-
mail/communications software, World
Software Corp.s Worldox 2000 document
management software, ProLiant servers,
and 50 percent thin clients (computers
where software and files are accessed from
servers), and 50 percent regular PC work-
stations.

For various reasons, including the need
to convert all of our documents from Corel
WordPerfect to Microsoft Word, the plan-
ning had dragged on for six months. We
also recognized that our administrator was
spending too much time handling tech sup-

allow us to focus more on our core busi-
ness, the practice of law, was a major selling
point.

Additionally, Network Alternatives has
helped us institute best practices with
respect to IT security. This includes ensur-
ing that passwords use a combination of
alpha and numeric characters and are
changed quarterly, that remote access is
encrypted, and that we limit the amount of
unsuccessful log-in attempts that are per-
mitted.

We also now apply different levels of
security access to each user group that uses
applications and files. Additionally, the
servers that we use are located at a secure
data center that is monitored 24/7—and
access requires that picture 1Ds be shown
and that palms are read by biometric scan-
ners.

Reaping The Benefits
The transition process involved upgrad-
ing very out-of-date versions of our

" how can | grow
+ without increas

ixed costs?
we need to improve profits
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port and that our system was down too  Needles case management and Worldox
often. document management software, and

The security breach did two things: It ~ changing our communications application
caused us to speed up our timetable, and it from GroupWise to the industry-standard
convinced us that we needed to get out of  Microsoft Outlook and Exchange. Because
the computer business. the new releases required recoding all

Because we have multiple offices in three  existing forms, letters, briefs, and elec-
states, our attorneys and tronic court filings, we
staff do a lot of work had resisted upgrading

THAT’S WHAT WE DO, EVERY DAY.® With Special Counsel, the leading
provider of legal staffing services nationwide, you can reach new heights.

(203) 357-9046
(800) 737-3436

specialcounsel.com

Whether you need attorneys, paralegals, or other resources, we provide
the most qualified professionals — from general workload management
and litigation support to project management for e-discovery and
document review projects. And with specialized services like medical
document review, deposition digesting, and court reporting, Special
Counsel is the single place for all of your legal staffing needs — whether
on a contract or direct hire basis. Call us today.

outside of our main
office. What’s more,
because we open more
than 2,000 new cases a
year, we make heavy use
of our case management
system. To make the
process more manage-
able and cheaper, we've
outsourced some of the

our case information to

India. the use of extranets.

Our options were to
stay with our existing
IT service provider and
upgrade our hardware and software appli-
cations; staff up in-house and manage our
network on our own; or outsource our IT
infrastructure to a third party. Ultimately,
we chose to outsource.

We decided to work with Network
Alternatives Inc.—a Langhorne, Pa.-based
technology outsourcing company that has
developed packages for law firms—because
I was familiar with its work for another
firm, and had referrals from several other
managing partners.

The migration to a new, in-house IT
infrastructure, including equipment, licens-
ing, conversion software, and training
would have approached $200,000. In addi-
tion, the annual network support costs
would have been $20,000 and the costs of
personnel providing day-to-day support
would have been approximately $22,000 a
year.

All told, if we implemented a new in-
house system, our total costs over a three-
year period would have been approximately
$350,000. Through outsourcing we esti-
mated we would cut expenses by about 10
percent.

Our decision was not based on cost
alone. The fact that outsourcing would

Now that we

have a secure, reliable
network in place, our
next step is to begin
sharing our case informa-
clerical processing of  tjgn with clients through

from prior releases.

Migrating all of our
data from one version
to the next was a mas-
sive undertaking. We
also decided to convert
from WordPerfect to
Word at the same time,
which just made the
process all the more
complex.

The final planning
phase of the project
took less than one
month. Network
Alternatives designed
the entire system, laid out the applications
and the security configuration for them,
defined the user groups, handled the migra-
tion to the new applications, and the transi-
tion for each user and their necessary train-
ing. The migration began on a Friday night,
and the staff was back to work on Monday
morning.

After seven months, we're already confi-
dent that the decision to outsource was the
correct one for many reasons, including our
peace of mind.

In addition to the security benefits, there
were a number of other advantages. So far
our problem of frequent downtime has
been eliminated, which we believe is dra-
matically improving our productivity. Our
administrator, who spent 70 to 80 percent
of her time focusing on IT issues before, is
now able to focus on more revenue-gener-
ating work that has more than made up for
any unanticipated costs.

Now that we have a secure, reliable net-
work in place, our next step is to begin shar-
ing our case information with clients
through the use of extranets. Taking this
step will require additional scrutiny of our
security measures, but we believe that we
are ready to move forward. ]

©2006 Special Counsel, Inc. All rights reserved.
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GOING BEYOND BAR CODES

Radio Waves Put To Use
In Tracking Case Files

RFID technology proves reliable in easing law firms’ file-management problems

By JAMES W. REPASS

t makes sense that attorneys who advise e-

commerce ventures as part of their regu-
lar practice would try putting technology to
use to manage law firms. And it makes sense
that they’d be the ones to succeed.

As technology continues to permeate our
society, use of radio frequency identifica-
tion (RFID) equipment is spreading far
beyond tracking 18-wheelers cross country,
or products and parts moving in and out of
warehouses—or, for that matter, stray cat-
tle, pets or misplaced car keys. The technol-
ogy is transmitting in offices, where large
volumes of paper records are often in
almost constant motion.

At law firms, the search for so-called
pieces of paper with legs consumes a lot of
time, the fuel on which they run. With
firms under increasing pressure from
clients to be more efficient, reducing the
time spent searching for documents is
another way to be more competitive, as
well as more profitable.

These facts of life drove our firm—uwith
more than 950 attorneys in 13 locations in
the United States and in other nations—to
search for technology solutions to the prob-
lem. After five years, we reached a signifi-
cant milestone last fall in how law firms
operate internally. At the 50th Annual
ARMA (formerly the Association of
Records Managers and Administrators)
International Conference and Expo held in
Chicago last September, Fulbright &
Jaworski announced the firmwide rollout of
the new system interface, integrating the
3M RFID Tracking System and the Accutrac
Records Management Software program.
We believe it’s a first in the profession, and
maybe a landmark development for firms
of all sizes in getting their arms around
their file-management problems.

Combined System

Within the intellectual property and
technology department of Fulbright &
Jaworski alone, there are approximately
117,000 files in use at any given time. In
addition, there are more than 338,000 boxes
containing countless files stored offsite.
Naturally, the need to put our hands on a
file, even an old one stored offsite, might
arise at any time.

To efficiently navigate a sea of hard-copy
documentation, our firm began to experi-

James W. Repass, a partner in Fulbright &

Jaworski’s Houston office, is the head of

the office’s intellectual property and tech-
nology practice.

ment with bar codes in our IPT department
about five years ago—yes, the same tech-
nology used in supermarkets and other
retail stores to scan products at the check-
out counter. Four of our U.S. offices began
using a bar code-based file-management
system from Accutrac Software Inc.

2002, using it in combination with the
existing Accutrac bar code-based file-man-
agement system. It soon became apparent
that the ease of use of the combined system
made it more popular than the bar code-
only approach. People were more diligent
in using the system to check files in and out,

In evaluating the returnon investment,

we considered the significant savings in time that attorneys

and support staff spent looking for files.

We found, though, that this technology
had its drawbacks, such as the line-of-sight
requirement and the necessity to handle
each file individually to scan it each time it
was moved. If a label came off a folder, or
was torn, partially covered by a smudge or
blocked by another object, then the scanner
might not identify the item.

We then looked at RFID technology as a
potentially more reliable communication
system. The Dallas IP practice began beta
testing the 3M RFID Tracking System in

resulting in an estimated location-identifi-
cation accuracy of 95 percent.

The RFID system consists of just three
components: The RFID tag attached to each
file; a read/write device; and software. The
tag contains a microchip with identifying
information. The RFID tags need only to be
within the range of a reader, regardless of
any obstacle in the line of sight. Even mul-
tiple files in a stack are identified individu-
ally without the need to pass each one in
front of the reader.

File-tracking systems typically use what
are called passive RFID tags, which are
powered only by interaction with a reader.
Tracking-pad read ranges are generally 6 to
12 inches. Battery-powered active tags have
ranges of up to 100 yards (as in a toll-road
collection application).

In the passive-tag application, the reader
transmits radio waves that energize the tag,
enabling it to communicate the informa-
tion on its microchip back to the reader.
The reader, either stationary or handheld,
in turn then converts the returning radio
waves into digital information that goes
into the system’s database. The stationary
RFID-tracking pads are positioned at
strategic locations in our offices where files
are moved frequently, such as file rooms
and certain secretarial desks throughout the
firm.

Privacy Protected

In our firm’s application, the RFID tag’s
microchip contains three basic pieces of
information: The bar code, which is also on
the bar code label on the front of the file; an
identifying code that specifies the item’s
category as either a folder or a location
(tags can be programmed either way); and a
security format that confirms the tag’s
validity.

This information is conveyed in just 20
characters, and no client or matter infor-
mation is stored on the tag. This minimal
identifying information makes it highly
unlikely that any privacy issues would
arise.

Worries about viruses transmitted
through radio waves have arisen in consid-
eration of cell phone communications,
which also raised concerns in RFID applica-
tions. But the conclusions, thus far, are that
the fixed-data format of these passive RFID
tags means they cannot be changed to pro-
vide additional information, and so they are
virtually immune to viruses. The bottom
line at this juncture: There’s no reason to
lose sleep over this issue but, as in any tech-
nology application, ongoing vigilance
against malicious intentions is an ingrained
part of best practices.

The initial cost of the RFID stationary
tracking pads and portable tracking
devices, tags and new software was consid-
erable. In evaluating the return on invest-
ment, we considered the significant savings
in time that attorneys and support staff
spent looking for files. We expect to recover
our initial costs in seven to 12 months, and
we expect the full return on investment to
continue well after the first full year of
implementation. |
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MULTIMEDIA EXPERIENCE

Podcasts: The Next Wave In Law Firm Recruiting

In hunt for top law students, the approach is both clever and convenient

By SHERRI QUALTERS
ALM Media

aw firms are adding podcasts to their
Lrecruiting arsenal in the war for legal
talent.

Boston’s Goulston & Storrs and
Cleveland’s Benesch, Friedlander, Coplan &
Aronoff started recruiting-related podcasts
in the past month. Philadelphia’s Pepper
Hamilton plans to launch a podcasting cen-
ter linked to its web site this fall.

Podcasting is distributing audio or video
files to devices such as Apple Computer
Inc.’s iPod portable device for access at the
user’s convenience.

Students want to get as close to the
source as possible when they’re evaluating
firms, said Doug Husid, co-managing
director of 185-lawyer Goulston. “When
they’re listening to their peers and col-
leagues, it's a more powerful message,”
Husid said.

Goulston used this year’s summer associ-
ates as a focus group to sound out what
kinds of things they wanted to know but
were uncomfortable asking during the
recruiting process, said Jen Smith, the firm’s
legal recruitment coordinator.

Students want to get as

close to the source as possible
when they’re evaluating firms,
said Doug Husid, co-managing
director of 185-lawyer Goulston
& Storrs. ‘When they’re listening
to their peers and colleagues, it’s
a more powerful message.

The firm settled on 16 podcasts, ranging
from 40 seconds to a little more than two
minutes with such titles as: “How does work
get allocated? Could I get stuck doing work
for only one partner?”; “Can you have a life
outside of Goulston & Storrs?”; and “How
does the Goulston compensation system
impact an associate’s work?”

In August, Benesch Friedlander added
“Summer Associates Speak Out!,” a round-
table with several of the firm’s summer
associates. The firm said 299 podcasts were
downloaded from its site in August, which
includes offerings on such topics as doing
business in China, electronic document dis-
covery and retention, and issues facing
entrepreneurs.

'Cutting Edge’

Larger firms are interested in the best
students and podcasting is a clever and con-
venient way to help students get acquainted
with the firm, said Mark Avsec, an intellec-
tual property attorney at the 125-lawyer

firm.

Since Avsec is also a musician and music
producer, he’s able to produce the podcasts
in about three to four hours for a few hun-
dred dollars each, including studio time.
“You get more of a flavor of if you think this
is a good firm for you,” Avsec said. “It’s a
multimedia way of experiencing it, rather
than just a two-dimensional way.”

Five years ago, 400-lawyer Pepper

Hamilton kept pace with its competitors by
enhancing its web site. Podcasting is the
next wave of technology, said director of
recruiting Meg Urbanski.

“It’s just one more way to reach that very
savvy consumer—the newest lawyers,”
Urbanski said.

The firm plans to use testimonials to
attract law students and lateral hires to the
firm, and produces podcasts on substantive

legal topics as a resource for current and
prospective clients. In an “exceptionally
hot” marketplace for law students and later-
als, the podcasts help the firm stand out,
Urbanski said.

“It sends the message that Pepper is pro-
gressive, Pepper is cutting edge,” she said.
“There’s a dual message of reaching them
and conveying a message of being on the
forefront of technology.” |
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PLAYING IT SAFE

Too Many Backups? There's No Such Thing

For small firms, precautionary measures particularly essential

By BRIAN HARRIS

f you are practicing in a large firm, back-

ups are probably something you don’t
need to worry about. But if you are going it
alone, or in a small firm, backups of both
your system and your files are essential if
you are going to keep your practice going in
case of an emergency.

System failure is the most likely emer-
gency you are going to face, but others
include fire, theft or loss of equipment. In
each case, there are a number of backup
procedures that should be followed to allow
for both recovery of data and recovery of
the system state of your computer system.

A tape unit is the mainstay of a backup
system. With a tape drive, you can back up
both the system settings and the data files,
although | find that backup tapes are best
used for restoring data files only. Tape dri-
ves start in the $450 range and go up in
price from there, depending on the features.
Most of them are SCSI drives, which means
an SCSI card would need to be installed on
the computer, although there are some dri-

Brian R. Harris is the director of
information technology for the ALM
Pennsylvania division.

ves out there with a USB connection.

With a backup-tape system, a new tape
can be run each day with incremental back-
ups—that is, only files that were changed
would be backed up. Then each weekend, a
full system backup would be run. The tapes
should be rotated daily, and stored off-site.
A month-end backup tape should be kept
for each month of
the year, and stored
in a remote loca-
tion.

A downside to
backup tapes is that
they can become
corrupt, and some-
times will not run
on another
machine, should
the machine they
were created on
become damaged. So another option, which
should be done in addition to and not in
place of tapes, is to utilize an external hard
drive to perform backups.

External hard drives somewhat lack the
mobility of tape drives (you can't put them
in your pocket, although you can put them
in your briefcase), but at a cost of less than
$200 for some models, they provide a sense

External hard drives
somewhat lack the mobility of
tape drives, but at a cost of less

than $200 for some models, they
provide a sense of security for

little capital investment.

of security for little capital investment.
Running a restore from the hard drive is
usually faster than from a tape drive, and if
you have important documents, periodi-
cally copying them from your regular PC to
the hard drive provides an extra layer of
security.

Built into Windows XP professional is
the system-restore
feature. This helps
restore your com-
puter to an earlier
time when it was
running properly.
This is helpful if a
recently installed
program or a virus
corrupted the
functionality  of
your PC. By
restoring to a time
when it worked properly, the system restore
can help repair some minor system corrup-
tion.

A more comprehensive program that can
be very helpful when major damage is done
to a system is Symantec’s Norton GoBack
($49.95). Now in version 4.0, GoBack starts
up when your computer starts and periodi-
cally creates backup points.

So if one day you start up your computer
and find Windows corrupted, you can eas-
ily restore the PC to the last time it wasn’t
corrupted. You can also restore individual
files that may have been amended to the
condition they were in before the changes
took place.

Another Symantec product, Norton
Ghost ($69.95), creates a clone image of
your PC, with all system information intact.
This way, in case your hard drive fails,
which is probably one of the most common
problems you may face, you can clone a
new drive back to the way your machine
was when the image file was made.

In fact, one of the best ways to get up and
running after a hard drive failure is to have
an extra hard drive already cloned, and
stored in a safe place. This way, all you will
need to do is swap out the hard drive, copy
over the newer data files from backup tapes
or external hard drive, and you will be run-
ning again in no time.

Remember that you can never have too
many backups. So while some of these sug-
gestions may seem redundant, you won’t
regret having them when a crisis comes.
And make sure you practice and test these
backup routines, to make sure you can
count on them when disaster strikes. [
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ESCALATING EXPENSES

Existing Technology, New Programs, Big Headaches

Survey: law firm CI1Os bogged down making the ‘old’ work with the ‘new’

By MARCY BURSTINER
ALM Media

s much as legal technology changes, it
Areally does stay the same. While soft-
ware applications with expanded features
continue to hit the market, there aren’t
many entirely new types of programs that
law firms are adopting right now. Instead,
they’re managing what amounts to varia-
tions on what have already become old
themes.

For instance, Chicago-based McDermott
Will & Emery is in the process of upgrading
its e-mail program. E-mail has been an
integral part of most people’s professional
life for years, so it’s anything but a “killer
new app.” Yet it’s because legal software ven-
dors have focused on developing programs
to integrate with e-mail systems based on
Microsoft Outlook Exchange, that users of
Lotus Notes-based e-mail, like McDermott
Will, have often found themselves left
behind. That’s why the firm finds itself
wrestling with an e-mail problem in 2006.

Jeffrey Schwarz, the firm’s information
technology partner, said that the IT staff
was using too many resources customizing
the firm's e-mail program to allow it to
communicate with other applications, such
as its document management or client rela-
tionship management programs.

The e-mail conversion will eliminate that
concern. But the task for Schwarz is to move
hundreds of millions of e-mail messages
between programs without disrupting
attorney-client communications. Certainly,
it's a complex undertaking and is one that
Schwarz expects will take six months.

Indeed, everything old is new again. At
least that’s a theme that emerged from the
11th annual AmLaw Tech Survey of tech-
nology chiefs at Am Law 200 law firms.

Universal Access

Other themes also emerged: Firms are
now thinking, not just about remote access,
but about universal access. It is not enough
that attorneys are able to communicate
with clients and one another around the
clock, they now want to have complete and
fully secure office capabilities, so that they
can do such things as respond to conflict
checks, download client reports, and com-
plete time reports at anytime, and from
anywhere.

In addition, the survey found that the
advantages of some technologies about
which there had been skepticism—as was
the case with Internet telephony—have
become so clear that for most firms it is no
longer whether they are going to switch to
voice over IP but when. What’s more, the
survey found that Hurricanes Katrina, Rita,
and Wilma made disaster recovery systems
and offsite storage and replication a top pri-
ority for many firms.

Technology executives at law firms are
increasingly trying to align their depart-
ments with the firm’s overall strategy by

What type of desktop monitor do the majority of the firm's lawyers have?

17" flat panel
>17" flat panel
17" CRT

>17" CRT
Other

Firms
64
42
10

5

4

2006
51%
34%
8%
4%
3%

What company's desktop computers were most recently purchased by the firm?

Dell Inc.

Hewlett-Packard Co. (HP/Compaq)
Lenovo/IBM (e.g., ThinkCentre)
Other

Firms
85
29

9

2

2006
68%
23%
7%
2%

What company's laptop computers were most recently purchased by the firm?

Dell Inc.

Lenovo/IBM (e.g., ThinkPad)
Hewlett-Packard Co. (HP/Compaq)
Other

Firms
70
40
10

5

What is the firm’s primary desktop operating system?

Windows XP
Windows 2000
Other

Firms
112
12

1

2006
56%
32%
8%
4%

2006
90%
10%
1%

2005
76%
23%
1%

When does the firm plan to upgrade its desktop operating system to Windows Vista?
2006
58%
24%
18%

No immediate plans
2008
2007

Firms
72
30
23

developing new business. And as firms look
for ways to differentiate themselves, several
have hired new personnel, such as e-discov-
ery directors and chief knowledge officers,
in part, to sell their firm’s IT capabilities to
clients.

Another example is the use of extranets
by law firms—secure web sites that may
offer access to everything from client docu-
ments to billing invoices. The percentage of
survey respondents who indicated that
their firm operates a client extranet for 11
or more clients jumped to 70 percent, from
50 percent in last year’s survey.

It’s the job of corporate attorneys to write
and read the fine print; fortunately for their
eyesight, most now do it on large flat panel
screens. This year, for the first time, firms
were asked about the computers on attor-
neys’ desks and found that, in 85 percent of
the firms, a majority of the lawyers used flat

panel displays that were 17” or larger.
Lawyers also demand of their IT staff a
world without borders. That means being
able to move without disruption across
applications, and between their computers,
BlackBerrys, and other mobile devices.

Growing Budgets

Many Am Law 200 attorneys, and a large
number of staff members, now carry some
form of mobile device. Almost 90 percent
of the respondents supply BlackBerrys or
Treos to both partners and associates, as
well as to firm executives and select man-
agers. Only 9 percent indicated that they
don’t supply such devices. The majority, 66
percent offer BlackBerrys; 27 percent offer a
choice of devices; and only 6 percent
offered Treos exclusively.

As technology demands grow so do bud-
gets. The survey found that for 2006, on

average, firms budgeted $3.7 million for
their technology capital spending, an
increase of 3.5 percent over last year’s aver-
age. The higher spending on equipment
may be resulting in greater firmwide effi-
ciencies. While technology budgets for cap-
ital expenses went up on average, budgets
for operating expenses went down from
$9.9 million to $9.7 million, a 2.6 percent
decrease. The technology operating budget
per lawyer went down from an average
$26,255 to $17,034 per lawyer, a drop of 35
percent.

Firms also appear to be rewarding IT
executives with more money. This year, 47
percent of the respondents reported that
their firms top technology executive was
paid more than a quarter of a million dol-
lars a year. That figure is up from 41 per-
cent—a figure that had been the same in
the last two AmLaw Tech surveys. |






